\. I l\\- I TB5800 V2 Secure Erase

Secure Erase was added in revision 25.4 for the MTS/TBERD 5800 V2 and 100G
models. Secure Erase is intended to be used only when it is necessary to remove
the unit from a highly secured area. This process ensures that no data can be
removed with the unit. To tell which model 5800 you have press SYSTEM and
then SYSTEM INFO. The modem is displayed in the upper right hand corner.

CAUTION : Secure Erase will render the unit unusable until the software is
successfully reimaged! This will require you to create a reimage USB. As all data
is erased in the process the user should remove any result files they wish to
retain, from the unit, before proceeding.

1. Press the SYSTEM icon on the V2 5800 and select the SYSTEM INFO icon.
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LiSystem > i System Info MTS 5800 V2 Version 25.4.0
Instrument info: Base options:
TEM Rubidium Clock: I
22091264-001, Rev 005, SN 0019 Ethernet Interface Options
Mobile app capability:
WiFi only C510M1GE
' 10/100/1000M Electrical & 1GigE Optical Ethernet
Module
Name: C510GELAN
TEM " 10GigE LAN Ethernet
S MRX0053560011 (005 COTOGEWAN
X (005) 10GigE WAN Ethernet
Bar Code:
WMRX0053560011 C5ETHLPBK
Manufacturing Date: Y Ethernet Loopback
2016/08/10
Calibration Date: . .
2016/09/10 Additional Ethernet Options
L3
Installed Software \ C5C(_)S
BERT: Musltinle Straams/C0S
25.4.0 (2017/04/20 11:40:24) Enter new option key below to install it.

Fiber Optics:
Option K Install -1 t
V15.62 (04/04/2017) ption Key nsta mpor

Package 17142 Contact Viavi to purchase software options.

Option Challenge ID: 0x718b5c010000/001

Reset instrument Export logs Copy system Secure erase
to defaults to usb stick info to file instrument




2. If you wish to remain on the currently installed version, note the installed
BERT version numbers under the Installed Software on the left (you may
have to scroll down to see the rev levels). Ensure that you have a reimage
USB created and available to recover the unit after the reimage. See the
Appendix on downloading and creating a reimage USB.

3. Press the Secure erase instrument button in the bottom right. You will
receive the following warning.
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L4System > i System Info MTS 5800 V2 Version 25.4.0
Instrument info: Base options:
TEM Rubidium Clock: I
22091264-001, Rev 005, SN 0018 Ethernet Interface Options
Mobile 2bp capability:
WiFi only
This action will securely erase all data from this device using a
Module physical technique that will render data recovery infeasible.
Name: Complies with Purge as defined in NIST.5P.800-88r1.
TEM [
serial Number: This device will be rendered inoperable until software is
WMRX0053560011 (005) & reloaded. Software can be reloaded at a Viavi Solutions repair
Bar Code: facility or in the field by following the instructions in the
WMRX0053560011 'Reimage Software' chapter of the user manual.
Manufacturing Date: _ _ _
2016/09/10 The instrument will power off after the secure erase is

calibration Date: complete. This can take up to 30 minutes.

2016/08/10

Installed Software Reboot and Secure Erase l l Cancel

BERTtatooine:
25.4.0 (2017/04/18 11:46:08) TTIET TTeW UpOoTT Key Delow o mstan ...

Fiber Optics:
Option K Install Import
V15.62 (04/04/2017) ption Key nstal -por

Package 14263

Contact Viavi to purchase software options.
Option Challenge ID: 0x718b5c010000/001

Reset instrument Export logs H Copy system Secure erase
to defaults to usb stick info to file instrument

To proceed with the erase press the Reboot and Secure Erase button. To
cancel, press Cancel. Once you start the erase, the unit will not be
functional again until the USB reimage has been completed!

4. Once the unit has been erased and removed from the secured area ensure
the unit is powered off and place the reimage USB on the first USB port (the
USB port closest to the display). Power the unit on and the reimage process
will start automatically.



Appendix — Creating a reimage USB
You will need a USB at least 2G or higher in size with a FAT32 format.

1. Go to http://5800v2.updatemyunit.net

2. Click on View All Software Releases and download the reimage exe for
the bert version that you wish to load. Ex: Base5800v2-Bert-25.4.0-
Fiber-17142-reimage.exe
It must have the word reimage in the name or it is not a reimage file. A
normal upgrade file cannot reimage a unit. The above example is the
reimage file for Bert version 25.4.0

3. Install the USB in the computer and then double click on the reimage exe
file. You will get a window like the one shown below. Use the button
provided to set the correct USB drive for the destination path and then
press OK to uncompact the files to the USB drive.


http://5800v2.updatemyunit.net/archives/

«» bert-5800v2-rpm-1.1-reimage

-

@@ This upgrade can be used to perform a clean installation of the

| <¥ TB/MTS-5800 firmware. Unlke a standard upgrade, this wil erase all

of the unit's internal storage. Please back up any important data before
using.

To perform a clean installation, insert the USB stick in the top USB port
and reboot the unit.

To use with the standard (control panel) upgrade, insert the USB stick
in the bottom USB port.

TB-5800 Upgrade Contents

BERT Vil 05/28/2014

Please, enter the path of the USB Stick:
e\ n

[ OK J ‘ Cancel

4. Once all the files have un-compacted to the USB safely eject the USB from
the PC and ensure the USB is available for the reimage process after the
secure erase has been performed.



