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1. General SNMP principles

1.1. Overview

Simple Network Management Protocol (SNMP) is an UDP-based network protocol. It is mostly used in network management systems to
monitor network-attached devices.

SNMP exposes management data in the form of variables on the managed systems, which describe the system configuration. These
variables can then be queried (and sometimes set) by managing applications.

1.2. SNMP network

An SNMP-managed network consists of two key components:

e the agent (server): it is a network-management software module that resides on a managed device. An agent has local knowledge of
management information and translates that information to or from an SNMP specific form.
e the manager (client): it is a monitoring and controlling software module, managing network devices.

1.3. Management Information Base (MIB)

SNMP itself does not define which information (which variables) a managed system should offer. Rather, SNMP uses an extensible design,
where the available information is defined by management information bases (MIBs).
MIBs describe the structure of the management data of a device subsystem; they use a hierarchical namespace containing object
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identifiers (OID). Each OID identifies a variable that can be read or set via SNMP.

2. ONMSi SNMP setup

http://eni-tac-onmsi/docs/en/snmp.html

The setup process for SNMP is the following:

1. Create and configure the ONMSi user to be used as SNMP manager
2. Update the configuration files

3. Make sure the SNMP ports are opened on the firewall

4. Restart the ONMSi service

2.1. SNMP user setup

2.1.1. Create an ONMSi user

SNMP managers view the system and perform actions using the identity of an ONMSi user. Their associated ONMSi users should then be
created as any other ONMSi user, with a login, a password, and permission roles on the system and/or some domains.

Users Authentication and Authorizations

Users System roles

Domain roles Users <-> Roles API Notified users
List Detail
User
Login Full name
| admin General Administrator © v
= snmpV2user snmp\2user o v
snmpW3user snmpV/3user L] v

[ ¥ tore ]

snmpV2user

snmpV2user

SNMP V2: the ONMSi user login must be the same as an SNMP v2 community
SNMP Vv3: the ONMS;i user login must be the same as the SNMP user name

2.1.2. Setup the SNMP user privileges

Because API users tend to have administration tasks to manage, be sure to give them sufficient privileges.

Users Authentication and Authorizations

Users System roles Domain roles

Users <-> Roles .‘APF Notified users :
* B8 system Users <> Roles
» B Defaut
o Eg pap User
* Dg FON Login _ Full name
| admin General Administrator General administrator
*| snmpVZuser snmpV2user APl operator
snmpV3user snmpV3user AP operator

e Manage domains: to manage all the domains of the system
e Skip password policies: to avoid security issues, such as password aging
e Connect to API (northbound interface): to be able to login through the API

WARNING: be sure to give your API user at least the Connect to API (northbound interface) privilege.
You can also use the convenient API operator system role, which includes the following privileges:

2.1.3. Register the user to be API notified

Add the user to the notified user list, and configure its notification rule.
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Users Authentication and Authorizations

Users System roles Domain roles Users <> Roles API Notified users [ ¥ More

APl (Northbound interface} Notified users

Login Full name

] snmpV2user snmpW2user
snmpV3user snmpV3user
Detail B Eait
snmpV2user
snmpV2user

Notification rule

Severity, type and status

Accepting cenditions are determined by the severity, the type and status of alarm event
Qualtty of Service ¥

Indeterminate

2.2. Update SNMP configuration files

SNMP configuration files are located in %rOPAZ_HOVE% j boss/ st andal one/ t opaz- conf/ :

2.2.1. jdmk.acl (V2 and V3)

Default configuration is the following:

acl = {

{

comuni ties = snnpV2user
access = read-wite
managers = manager V2host nane

}

trap = {
{ .
trap-comunity = snnpV2user
hosts = manager V2host nane

}

trap-conmunity = snnpV3user
hosts = manager V3host nanme

}

w333

This file contains 2 blocks :

2.2.1.1. acl (V2)

This block describes the SNMP V2 manager configuration.

http://eni-tac-onmsi/docs/en/snmp.html

You must change the community snmpV2user to the name of the ONMSi user created in the first step of the installation process.
You can also change managerV2hostname to your manager hostname/IP address.

To add another manager, please duplicate the inner block:

acl ={
{
comuni ties = snnpV2user
access = read-wite
managers = manager V2host nane

{

conmunities =
access = read-wite
nanagers =

}

If you exclusively use SNMP V3, please comment the whole acl part:

This block describes the both SNMP V2 and SNMP V3 trap destination configuration.

#

tacl = {

conmuni ties = snnpV2user
access = read-wite
nmanagers = nanager V2host nane

3 3 I IR

2.2.1.1. trap (V2 and V3)

To add other trap destinations, please duplicate the inner block:
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trap = {

trap-community = snnmpV2user
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hosts = manager V2host nane

}

{
trap-comunity =
hosts =
}
{
trap-community = snnpV3user
hosts = manager V3host name
}
}

More documentation about the ACL file format: http://docs.oracle.com/cd/E19206-01/816-4178/6madjde88/index.html

2.2.2. jdmk.uacl (V3)

This file contains describes the SNMP V3 manager configuration

Default configuration is the following:

+*

tacl = {

{

context-nanmes = nul |

access = read-wite
security-level = authNoPriv
users = snnpV3user

}

R

To setup the SNMP V3 manager configuration, you must uncomment the acl block, then change snmpV3user to the name of the ONMSi
user created in the first step of the installation process and the security-level according to the jdmk.security configuration (see below):

acl = {

cont ext-nanes = nul |
access = read-wite
security-level = authNoPriv
users = snnpV3user
}

}

WARNING: the context-names must always be null
WARNING: be sure to match the security-level of the users according to the jdmk.security configuration:

e authNoPriv: for authentication but no privacy (data encryption)
e authPriv: for authentication and no privacy (data encryption)

WARNING: noAuthNoPriv is not supported.

To add another V3 manager with the same security-level, append its username to the users attribute:
acl = {

context-names = nul |
access = read-wite
security-level = authNoPriv
users = snnpV3user,
}

}

To add another V3 manager with a different security-level, please duplicate the inner block:

acl = {

cont ext-nanes = nul |

access = read-wite
security-level = authNoPriv
users = snnpV3user

cont ext-nanes = nul |
access = read-wite
security-level =
users =
}

}

More documentation about the UACL file format: http://docs.oracle.com/cd/E19206-01/816-4178/6madjde89/index.htm]

2.2.3. jdmk.security (V3)

| Because this file is rewritten after each SNMP agent reboot, it won't hold any documentation comment.

Default configuration is the following:

| ocal Engi nel D=0x80008c21010a211169000000al
| ocal Engi neBoot s=0

user Ent ry=| ocal Engi nel D, snnpV3user, snnpV3user , usnHVACVD5Aut hPr ot ocol , snnpV3passwor d

You must change the snmpV3user and snmpV3password to the name and password of the ONMSi user created in the first step of the
installation process.

If you intend to use different passwords for SNMP and ONMSi, you can set snmpV3password to any value, then override the password in
snmp.properties to match your ONMSi user password (see below).

You can change the authentication to SHA algorithm:

| ocal Engi nel D=0x80008¢21010a211169000000a1
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| ocal Engi neBoot s=0

user Ent ry=| ocal Engi nel D, snnpV3user, snnpV3user , usmHVACSHAAut hPr ot ocol , snnpV3passwor d

Supported authentication algorithms are:

¢ usmHMACMDS5AuthProtocol: authentication using MD5
¢ usmHMACSHAAuthProtocol: authentication using SHA

http://eni-tac-onmsi/docs/en/snmp.html

WARNING: usmNoAuthProtocol is not supported.

You can enable the privacy (data encryption) using the DES algorithm by appending the algorithm and its password to the entry:

| ocal Engi nel D=0x80008c21010a211169000000al
| ocal Engi neBoot s=0

user Ent ry=| ocal Engi nel D, snnpV3user, snnpV3user , usmHVACMD5Aut hPr ot ocol , snnpV3passwor d, usnDESPr i vPr ot ocol , snnpV3passwor df or pri vacy

WARNING: when enabling privacy, be sure to use authPriv in the jdmk.uacl configuration file!

The privacy key snmpV3passwordforprivacy can and should be different from the authentication password snmpV3password (the

longer, the better).

You can add users by duplicating the userEntry, and additionalize authentication/privacy for each user:

| ocal Engi nel D=0x80008c21010a211169000000al
| ocal Engi neBoot s=0

user Ent ry=| ocal Engi nel D, snnpV3user, snnpV3user , usnHVACVD5Aut hPr ot ocol , snnpV3passwor d
user Ent ry=| ocal Engi nel D, , f f

More documentation about the jdmk.security file format: http://docs.oracle.com/cd/E19206-01/816-4178/snmpsecurity-131/index.htm]

2.2.4. snmp.properties (V2 and V3)

This files allows the additionalization of several SNMP specific parameters (agent port, trap port, buffer size, ...).
Most of them should remain to their default values, however, some must or can be changed::

2.2.4.1. snmpEnabled (mandatory for V2 and V3)

The default value is false to enforce the SNMP configuration to be performed before activating SNMP.

# The SNWP activation flag (true/false)

# Pl ease uncomment and set to true to enable SNWP
#

#snnpEnabl ed=f al se

Uncomment this entry and set it to true to enable SNMP.

# The SNWP activation flag (true/false)

# Pl ease uncomment and set to true to enable SNWP
#

snnpEnabl ed=t r ue

2.2.4.1. password

Used to associated the ONMSi password of SNMP users.

# Configure SNVP user passwords (for V2 community support, or V3 password override)

# Pl ease uncomment the following entry and configure it to your needs as explain in the docunentation
#
#passwor d. snnmpuser =snnppasswor d

Because SNMP V2 communities don't have password, it is mandatory to uncomment and duplicate this entry for each SNMP V2
community, then configure it with you ONMSi user login (=SNMP V2 community) and ONMSi user password:

# Configure SNVP user passwords (for V2 user/conmunity support, or V3 password override)

# Pl ease uncorment the following entry and configure it to your needs as explain in the docunentation
#

passwor d. snnpV2user =snnpV2passwor d

passwor d. =

Because SNMP V3 users already have passwords defined in jdmk.security, their authentication passwords will be used as ONMSi user
password. If you want the SNMP V3 authentication password to be different from the ONMSi user password, you can override the
password here, as described above for SNMP V2:

# Configure SNVP user passwords (for V2 user/conmunity support, or V3 password override)

# Pl ease uncomment the following entry and configure it to your needs as explain in the docunentation
#
passwor d. snnpV3user =snnpV3passwor d

2.2.5. Multiple manager support

In order to allow for multiuser access, each SNMP V2 community/SNMP V3 user has its own instance of the MIB.
This allows secure use of functions (see below), and sequenced alarm traps.

2.3. Open SNMP ports in the firewall

ONMS:i uses by default the standard SNMP ports:
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e 161 for the agent (locally on the agent for the data access)
e 162 for managers (remotely on managers for trap reception).

These ports can be changed in the snmp.properties configuration file.

3. ONMSi MIB

3.1. Files

The ONMSi SNMP interface is defined in the JDSU-ONMSI-MIB.mib file.
This MIB depends on some other static MIBs:

JDSU-SMI-MIB.mib: core MIB for JDSU products, defining the ONMSi root OID
TIANA-ITU-ALARM-TC-MIB.mib: IANA MIB for alarm standard conformity
SNMPv2-SMI: structure of management information for SNMP v2

SNMPv2-TC: the textual conventions for SMIv2

e o o o

A zipped archive of all these MIBS is available for download.

3.2. Main nodes

+ j dsuOnmsi M b
\
- j dsuOnmsi Product
- j dsuOnmsi Admi ni stration

4
|
+
|
+- jdsuOnnsi Servi ces
|
+- jdsuOnnsi Events

|

+

- j dsuOnmsi Conf

The root of the MIB contains 5 children nodes:

e jdsuOnmsiProduct: contains informations about the product

e jdsuOnmsiAdministration: allows the ONMSi SNMP agent configuration (reload configuration, I'm alive trap configuration)
e jdsuOnmsiServices: allows resource management and operations

e jdsuOnmsiEvents: contains trap definitions

e jdsuOnmsiConf: contains conformance information

3.3. The service concept

+ j dsuOnnsi Servi ces

- j dsuOnnsi HoneSer vi ce

- j dsuOnmsi PonServi ce

- j dsuOnnsi PeakSer vi ce

- j dsuOnmsi Li nkSer vi ce

- j dsuOnmsi Moni t or i ngTest Servi ce
- j dsuOnnsi Al ar nSer vi ce

- jdsuOnmsi Gt uServi ce

P e i i et it it 3

- jdsuOnnsi Central Of fi ceServi ce

Managing resources with the MIB is done through services dedicated to each object type:

e jdsuOnmsiHomeService: for homes

e jdsuOnmsiPonService: for PONs

e jdsuOnmsiPeakService: for PON peaks

e jdsuOnmsilLinkService: for links

e jdsuOnmsiMonitoringTestService: for monitoring tests
e jdsuOnmsiAlarmService: for alarms

e jdsuOnmsiOtuService: for OTUs

e jdsuOnmsiCentralOfficeService: for central offices

3.3.1. Data

Services are split into two nodes. The first node is the data node, where tables represent objects.
For objects supporting additional attributes, those are displayed in another table.

Example:

+ j dsuOnnsi HoneSer vi ce
\
+- jdsuOnnsi HoneDat a
\
+- jdsuOnnsi HoneTabl e
\

+- jdsuOnnsi HoneEnt ry
\

|
|
| +- jdsuOnmsi HomeEnt ryl nt er nal Key
|
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|+— j dsuOnnsi HoneEnt r yLat est PeakSt at us
- j dsuOnmsi HomeAddi tional Attri buteTabl e
\+— j dsuOnnsi HoneAddi ti onal AttributeEntry

\+- j dsuOnnsi HoneAddi ti onal Attri buteEntryl nt er nal Key
|+- j dsuOnnsi HoneAddi ti onal Attri but eEntryNane
|+— j dsuOnnsi HoneAddi ti onal At tri but eEntryVal ue
- j dsuOnmsi HomeTer ni nat i onTypeTabl e
\+— j dsuOnnsi HoneTer m nati onTypeEntry

\+- j dsuOnnsi HoneTer mi nat i onTypeEntryl nt er nal Key

|+— j dsuOnnsi HoneTer i nat i onTypeEnt r yNanme

|
|
|
|
+
|
|
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
| +- j dsuOnnsi HoneTer mi nat i onTypeEnt ryDescri ption
|
+- jdsuOnnsi HomeAt tri but eTabl e
\
+- jdsuOnnsi HoneAttri buteEntry
\

+- jdsuOnnsi HomeAt tri but eEnt ryNane

|

+- jdsuOnnsi HoneAt t ri but eEnt r yAddi ti onal

|

+- jdsuOnnsi HoneAt tri but eEnt ryFi ndabl e

|
+- jdsuOnnsi HomeAttri but eEnt ryUpdat abl e

The home data node has 2 main tables: jdsuOnmsiHomeTable representing home objects, and jdsuOnmsiHomeTerminationTypeTable
representing home termination types.

The additional attributes of home objects are displayed in the jdsuOnmsiHomeAdditionalAttributeTable table, that combines home internal
keys with home additional attribute names and values.

The noticeable attributes of home objects (such as those that are additional, can be updated or user in find functions) are displayed in the
JjdsuOnmsiHomeAttributeTable table.

You can get a more details description of SNMP tables in the ONMSi SNMP Tables page.

3.3.2. Functions

The second node of services is the functions node. Each sub-node represents a function.
Each function has 2 mandatory children nodes:

e the execute node: setting the node to 1 (integer) will execute the function
e the error node: when the function execution fails, the node contains information on the error that occurred. When the execution is
successful, the node is empty.

Functions may also have optional children nodes for defining:

e parameters
e results

Example: the function used to find homes
+ j dsuOnmsi HoneSer vi ce

\
+- jdsuOnnsi HonmeFuncti ons
\

+- j dsuOnnsi HomreFi nd
\
+- jdsuOnnsi HoneFi ndParamAttri bute

|
+- j dsuOnnsi HoneFi ndPar anVal ue

|
+- jdsuOnnsi HoneFi ndExecut e

+- j dsuOnnsi HoneFi ndEr r or

There are two parameters:

e jdsuOnmsiHomeFindParamAttribute for the attribute on which the find is performed
e jdsuOnmsiHomeFindParamValue for the value to find

Because the result of the find function is a list of homes, there is no result node.
This function will clear jdsuOnmsiHomeTable and jdsuOnmsiHomeAdditionalAttributeTable to fill them with found homes.

3.4. I'm alive trap

In order to inform the managers that the agent is up and running, jdsuOnmsiImAliveTrap are sent periodically.

The period of the trap and text contained in the trap can be additionalized in jdsuOnmsiImAlive (globally, not per SNMP user).
This trap also contains the latest alarm event sequence, in order to help manager alarm synchronization (see below)

3.5. Alarm event synchronization

3.5.1. Alarm event sequence number

In order to prevent losing of alarm event traps, jdsuOnmsiAlarmEventTrap contains a jdsuOnmsiAlarmEventEntrySequence attribute.
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That attribute holds a sequence starting from 1 and increasing after every alarm event trap.

Because every SNMP user (community) has its own notification filter, there is one sequence for each SNMP user (community).

3.5.2. Alarm event trap loss detection

The detection of lost traps can be done upon alarm event trap reception, by checking that its sequence number strictly follows the
previous alarm event trap sequence number.

Should a long duration elapse between subsequent alarm event traps, another way to detect lost traps would be to check the sequence
number contained in jdsuOnmsiImAliveTrap: it should be equal to the sequence number held in the latest alarm event trap.

3.5.3. Re-sending lost alarm event traps

When a manager detects a trap loss, it can ask the agent to re-send missing traps through the jdsuOnmsiAlarmResendEvents function:
Set as parameter the sequence number of the first lost alarm event trap, then execute the function.
The agent will re-send all alarm event traps with a sequence number equal to or greater than the parameter.

3.5.4. Full alarm event re-synchronization

If the manager has been shut down for a long duration, it should clear its alarm event cache, and ask for a re-synchronization through the
jdsuOnmsiAlarmResynchronize function.

The agent will then reset the SNMP user alarm event sequence, and send alarm event traps for all events of all currently active alarms.

4. Cook book

4.1. Running a PON test

This recipe demonstrates how we can find a PON by its name, run a test on that PON and receive the result as a trap.

4.1.1. Finding a PON

We look for the PON with the name PON 1234 through the jdsuOnmsiPonFind function:

+ j dsuOnnsi PonSer vi ce
\

+- jdsuOnnsi PonFuncti ons
\
+- j dsuOnnsi PonFi nd
\
- jdsuOnmsi PonFi ndParamAt tri bute <= set name

- j dsuOnnsi PonFi ndPar anVal ue <= set PON 1234

- j dsuOnmsi PonFi ndExecute <= set 1

+—+— +— +

- jdsuOnmsi PonFi ndError => check the attribute is enpty

Results can be found in the jdsuOnmsiPonTable, and the data we need is the PON internal key.

4.1.2. Starting a PON test

Let's suppose the internal key of the PON was 123456.
Starting the PON test will be done by using the jdsuOnmsiPonStartTest function:

+ j dsuOnmsi PonSer vi ce
\+, j dsuOnnsi PonFuncti ons
\+- j dsuOnnsi PonSt ar t Test
\+- j dsuOnnsi PonSt ar t Test Par anl nt er nal Key <= set 123456
|+— j dsuOnnsi PonSt art Test Execute <= set 1
L

j dsuOnnsi PonSt art TestError => check the attribute is enpty

4.1.3. Receiving the PON test resuit

If the PON test was successfully started, the result will be asynchronously sent through a jdsuOnmsiPonTestResultTrap.
Because the operation is processed asynchronously, the jdsuOnmsiPonStartTestError attribute of the trap should also be checked upon
trap reception, to verify that the test did not fail or time out.

4.2. Running a test on demand on a link

This recipe demonstrates how we can find a link by its _externalKey additional attribute, find the monitoring tests on this link, start a
monitoring test and receive the result as a trap.

4.2.1. Finding a link

We look for a link where the _externalKey additional attribute value is LINK_1234. This is done through the jdsuOnmsiLinkFind function:
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+ j dsuOnmsi Li nkServi ce
\+- j dsuOnnsi Li nkFuncti ons
\+, j dsuOnnsi Li nkFi nd
\+- j dsuOnnsi Li nkFi ndParamAttri bute <= set _external Key
|+— j dsuOnnsi Li nkFi ndPar anval ue <= set LINK_1234
+- jdsuOnnsi Li nkFi ndExecute <= set 1

+- jdsuOnnsi Li nkFi ndError => check the attribute is enpty

Result can be found in the jdsuOnmsiLinkTable, and the data we need is the link internal key.

4.2.2. Finding a monitoring test on the link

Let's suppose the internal key of the link was 123456.
We now look for a monitoring test where the linkInternalKey attribute value is 123456. This is done through the
JjdsuOnmsiMonitoringTestFind function:

+ j dsuOnmsi Moni t ori ngTest Servi ce
\+, j dsuOnnsi Moni t ori ngTest Functi ons
\+- j dsuOnnsi Moni t ori ngTest Fi nd
\+, j dsuOnnsi Moni tori ngTest Fi ndParamAttribute <= set |inklternal Key
+- jdsuOnnsi Moni tori ngTest Fi ndPar anVal ue <= set 123456
+- jdsuOnnsi Moni tori ngTest Fi ndExecute <= set 1

+- jdsuOnnsi Moni toringTest FindError => check the attribute is enpty

Result can be found in the jdsuOnmsiMonitoringTestTable, and the data we need is the link internal key.

4.2.3. Starting a monitoring test

Let's suppose the internal key of the monitoring test was 1234567890.
Starting the monitoring test is done through the jdsuOnmsiMonitoringTestStartTest function:

+ j dsuOnnsi Moni t ori ngTest Ser vi ce
\+- j dsuOnnsi Moni t ori ngTest Functi ons
+- jdsuOnnsi Moni t ori ngTest St art Test
\+, j dsuOnnsi Moni t ori ngTest St art Test Par ani nt er nal Key <= set 1234567890
+- jdsuOnnsi Moni toringTest Start Test Execute <= set 1

+- jdsuOnnsi Moni toringTest Start TestError => check the attribute is enpty

If the monitoring test was successfully started, the result will be asynchronously sent through a jdsuOnmsiMonitoringTestResultTrap.
Because the operation is processed asynchronously, the jdsuOnmsiMonitoringTestStartTestError attribute of the trap should also be
checked upon trap reception, to be sure that the test did not fail or time out.

4.3. Alarm event synchronization

This recipe demonstrates how we can detect synchronization problems and fix them.

4.3.1. Synchronization problem detection

Let's suppose the last alarm event trap received had a sequence number of 123.
If either the next alarm event trap, or the next I'm Alive trap, holds an alarm event sequence number higher than 124, then some traps
have been lost.

4.3.2. Synchronization fix

There are 2 ways of restoring the alarm event synchronization:

e re-send missed traps: the agent will send alarm event traps starting from the sequence number given as parameter, in chronological
order.

+ j dsuOnmsi Al ar nSer vi ce
\+, j dsuOnnsi Al ar nfFunct i ons
+- jdsuOnnsi Al ar tResendEvent s
\+- j dsuOnnsi Al ar mResendEvent sPar anfSequence <= set 124 (the first missed trap sequence)
+- jdsuOnnsi Al ar nResendEvent sExecute <= set 1

+- jdsuOnnsi Al ar nResendEvent sError => check the attribute is enpty

e re-synchronize alarms: the agent will reset the alarm event trap sequence, and send all alarm event trap of all currently active
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alarms, in chronological order.

http://eni-tac-onmsi/docs/en/snmp.html

+ j dsuOnnsi Al ar nSer vi ce
\
+- jdsuOnnsi Al arnfFuncti ons
\
+- jdsuOnnsi Al ar nResynchroni ze
\

5. SNMP testing

+- jdsuOnnsi Al ar nResynchroni zeExecute <= set 1

|
+- jdsuOnnsi Al ar nResynchroni zeError => check the attribute is enpty

This last chapter will explain how to check that SNMP has been properly configured and managers will properly receive traps.

5.1. Testing tool setup

Many tools can be used to check the SNMP interface. This chapter will feature MibBrowser Free Tool.

Before starting the tool, download and unzip the ONMSi MIBs into "MibBrowser Free Tool\mibs\".

Then run "MibBrowser Free Tool\MibBrowser.bat" (you may have to allow the firewall to let the tool listen traps on the port 162)

5.1.1. SNMP v2

Upon startup, the tool should already be configured for SNMP v2c. You can check it in the settings (menu Edit>Settings)

rE] MibBrowser Settings

et

—
| Mib Settings

SNMP Version
Ot
riGeneral Options-
Time Qut |30
|Retries o
|Encoding  |UTF-8

] validate Broadcast Address
|Met Mask
V3 Sellings

Save W3 Seffings ta File

| Save W2 Seitings to Database

B
=

Set EnginelD For A

| rGet Bulk Options

Max. Repetitions |50

Non Repeaters g

V3 Options

|Context Mame

| [ContextiD

dding V3 entry

Diatabase

User.., Secu... Auth... Priv.. Auth...

Priv ... Targ... Targ... Engi., Entity

Add Modify

Deleta

Restore Defaults

The connection host and port should already be set to "localhost" and 161. You will have to fill the community and write community
attributes with the ONMSi user login (=SNMP community).

El ManageEngine MibBrowser Free Tool - — i [T
File Edit View Operations Help
= = : Download
2RES U eERS D SO S Ot
&b Loaded MibModules
(- JOSU-SMI-MIB Host \localhost ~ | Port 161 -
i Sl Bt i | = = ; ; ———
58 ot R eveeee Vit Commuriy [sevese M
SetValue -
ObjectID
Loading MIBs \mibsUAMA-ITU-ALARM-TC-MIB.mib .\mibs\WUDSU-3MI-MIB.mib z
\mibs\DSU-ONMSI-MIB. mib
MIB(s} Loaded Successfully..
Description | Multivar
I Syntax | Status |
Access Reference
i - Index
Ll é EI} " ||| objectiD
— Description
Global View [|

5.1.2. SNMP v3

Upon startup, the tool should be configured for SNMP v2c. You will have to configure it for SNMP v3, in the settings (menu Edit>Settings),
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then add an SNMP user.

rE] MibBrowser Settings

——
Mib Settings
SNMP Version

@

T v2e
rGeneral Options- | rGet Bulk Opfions
|Time Out 30 = r
| : = || Max Repetitions |50
|Retries o =
Mon Repeaters |
\Encoding  |UTF-8 ||| = P i
.. V3 Options
~ [[] validate Broadcast Address 1
|Context Name
|Met Mask ‘ 1
| | |ContextiD
V3 Sellings

["] Save V3 Settings to File ["] Set EnginelD
[T Save V3 Seftings to Database

User.., Secu.., Auth...

For Adding V3 entry

Priv... Auth.., Priv,..

Targ... Targ... Engi...

Entity

Add

Madify

Restore Defaults

http://eni-tac-onmsi/docs/en/snmp.html

WARNING: because MIB Browser Free Tool checks the user configuration with the SNMP agent, ONMSi SNMP should be up and
running. You won't be allowed to add an SNMP user in MIB Free Tool if the entered configuration does not match the jdmk.security
and jdmk.uacl configuration files!

The following screenshot is for an MD5 authenticated user without privacy:

il SnmpParameterPanel

-V3 Parameters

=)

Target Host Ioca_l_host TargetPort 161
User Name mysnmpuser Security Level Auth NoPriv
Auth Protocol :MD5 -: Auth Password ®eessssess
Priv Protocol | CBC-DES Priv Passwaord
Context Name,

Engine ID

[ ok ][ cancet |[ appy |

You can change mysnmpuser to your ONMSi user login (=SNMP user name), and /ocalhost to you manager hostname/IP address.

WARNING: the context name must always be empty!

The following screenshot is for an SHA authenticated user without privacy:

il SnmpParameterPanel

-V3 Parameters

=)

Target Host  localhost TargetPort 161

UserMame mysnmpuse

Security Level _Auth,NoF'riv
Auth Protocd

gith Passward eessssssss
Priv Protocol  |CBC-DES

Priv Password
Context Name,

Engine ID

[ ok || cancel |[ Apoy |

The fo

El SnmpParameterPanel

llowing screenshot is for an MD5 authenticated user with DES privacy:

-V3 Parameters

E==)

Target Host  localhost Target Part 161

Userkame mysnmpuser

' Auth Password
Priv Protocd]

Aiv Password e
Context Name,

Engine ID

[

| [ cancel |[ appy |

Auth Protocol

WARNING: AES algorithm for privacy is not supported.
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5.2. Working with the MIB

First, check the global view box, in order to see merged MIBs:

r = ™
El ManageEngine MibBrowser Free Tool vt - [
File Edit View Operations Help

2EEM U B S wren =<0 &
% Loaded MibModules = - = =

enterprises Host \localhost ~ | Port 161 -
Tc TEXTUAL CONVENTIC i A

Download

More: Free Tools.

Community (LI T _. Write Community [

Setvalis | -

objectin |

Loading MIBs \mibsUAMA-ITU-ALARM-TC-MIB.mib .\mibs\WUDSU-3MI-MIB.mib z

\mibs\DSU-ONMSI-MIB. mib
MIB(s} Loaded Successfully..

Description | Multivar
il

Syntax | Status |
Access | Reference |
Index

Object D

Description

5.2.1. Get operation

Expand the tree up to the "jdsuOnmsiImAliveText" node:

s ——— = = = )
ManageEngine MibBrowser Free Tool i - . e —
File Edit View Operations Help
= Ay B i Donload
2EES RS aeEER e reE 820 $ o s
&) Loaded MibModules - = . ; :
E enterprises || Host \localhost - | Port 1161 -~
-4 jdsuRoot y s e ;
R S Community . | Write Community |sese
jdsuCableMetworkTest SetValue |
jdsuDatalPTest . —————————————— S .
suDigitalVideoTest Object 1D __.\so.org.dod‘|nternat.prwahe.Enr.erprlsas‘JdsuRoat.stuFlberFleIdTestSyshems‘stuRemaheFlberTest.stuOnmsi‘J-;
l—--&’jjdsuFiberFieIdTestSystems =
=3 jdsuRemoleFiberTest *
Ehjdsulnmsi
EH3 jdsuOnmsilib
- jdsuOnmsiProduct
‘3 jdsuOnmsiAdministration
#_] jdsuonmsiSnmpConfig
=3 jdsugnmsiimAlive = =z
in Description Mu\ﬁuafl
o ventSequen Syntax ;D\sﬁaﬁwlng | Status current
(3 jdsuonmsisenvices ACCEss Iread-write Reference
-] jdsuOnmsiEvents | e i =
3 i, [t Object 1D [1356.1.4.1.35873.5.1.1.1.2.2.2
@ [E Description "The text carried by the jdsuCnmsiImaliveTrap™
Global View [7]

Then get the node value with the menu (Operations>GET), the toolbar button or the context menu:

r =
[l ManageEngine MibBrowser Free Tool - - —— - - - - ——
File Edit View [Operations| Help
Chrie G2 AL jan =) 1 Dounload
e Sl TR T - 2 ™
GETNEXT ~ Ctrl+N B - _ = = —
GETBULK  Ctrl+B || Host llocalhosq - | Port 161 o
SHNMPWALK Ctrl+W [ Test Community | Write Community [esss
| SET Ctrl+S  est SetValue | |
I Stop Ctrl+C gy Object D .::\'.so.org.déd.‘|n‘ternat‘.‘pr\‘u"ah‘e‘.Eni:erprléas‘J.rlisuRoét.stuFlBerFlel‘&Fest“S‘y‘shems‘jt-:léﬁﬁemafé#lb‘er“[es‘t:jdsuoﬁmsi:J-E
Clear Ctrl+L  [estSystems =
—eriy usureoeFiberTest b
EjdsuOnmsi
EH3 jdsuOnmsilin
(] - jdsuOnmsiProduct
‘3 jdsuOnmsiAdministration
1 jasuonmsiSnmpConfig
| =3 jdsuonmsiimAlive P -
- jdsuOnmsilmAlivePeriodhin Desipton TR
B pain | Foseorn i |
- - G jdsuonmsilmAlived @ iax Elglwsg!ay‘sh'n'!g | Status current
(3 jdsuonmsiSenvices SET iss Iread-arite Reference
o] dsuOnmsiEvent I )
1 @ psuonmsitvents GETNEXT £ il |
A Jii ictID 1.1.3.6.1.4.1.35873.5.1.1.1.2.2.2 i
@ [E View MIB Description !“rlptlon "The text carried by the jdsuOnmsiImAliveTrap™
Global View [ Find Nade : i |

You will see the result in the result panel:
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r ManageEngine MibBrowser Free Tool - 1 | ST

File Edit View Operations Help

=l Dourlead
2EON ES BeBES ol o 8 <0 T
&% Loaded MibModules E = . ; =
= , enterprises || Host \localhost ~ | Part 1161 -
=3 jdsuRoat ’ T e s
suAccessNetworkTest Community ki | Write Community |ssse
suCableMetworkTest SetValue -
jdsuDatalPTest = -~ ——— — - - —
suDigitalVideoTest Object D _.\s_u.urg.dod‘irltErnEt.prwatE.EntErprisEs‘stuRuut.jdsuFiberFieIdTesiSystems‘JdsuRemutEFiberTest.jdsuOnmsi‘JIE

=3 jdsuFiberFieldTestSystems
=33 jdsuRemoteFiberTest
El-jdsuOnmsi
£33 jdsuOnmsiMib In
-1 jdsuonmsiProduct
123 jdsuDnmsiAdministration
-] jdsudnmsiSnmpConfig

e
Sent GET requestto localhast : 161
jdsuOnmsilmAliveText.0 | AM ALIVE

Pl

=2 ajﬁsuOnmswlmA\ive = =
-, |dsunm5mllueF’erlodM|n Description ’Wl
: OnmsilmA

e JdsuOnm5|ImAI|veAIarmEventSequenw Syntax Display5tring | Status current

1 | stuOnm5|Semces Access \read-write Reference

-1 jdsuOnmsiEvents

~ ||| Index {I
& L | ? ObjectID |.1.3.6.1.4,1,35873.5.1.1.1.2.2.2
@ [E [resenition "The text carried by the jdsuOnmsiImAliveTrap™
Global View [@]
5.2.2. Set operation
Fill the new node value in the "Set Value" attribute:
[ =
ManageEngine MibBrowser Free Tool  ——— =
Ei}e Edit View gr)eratquWHelp
T : Download
2hE®6 S BeBEl e B 820 € H| 0wt
&% Loaded MibModules E = . ; =
=@ enterprises || Host \localhost | Port 1161 -
=3 jdsuRoat ; T . sl
suAccessNetworkTest Community s | Write Community |ssee
suCableMetworkTest SetValue »
! suDatalPTest . m——— I O - - B
--jdsuDigitalVideoTest ObjectD _.:\Su.Ufg.dud‘Il'ltErﬂEt.pﬂVEtE.EI‘ItErpI'ISES‘JdSURUDt.]dsuFlerFlEldTESiSyStEmS‘JdSLIRE!TIDtEFIbErTESt.JdSuOI‘Im
=3 jdsuFiberFieldTestSystems £
=+ josuRemoteFiberTest E:
i El-jdsuOnmsi
£ jasuOnmsiMio
" -1 jdsuOnmsiProduct
‘23 jdsuOnmsiAdministration
-1 jdsudnmsiSnmpConfig
E‘-ajﬁsuOnmswlmAHve = =
-~ jdsuOnmsilmAlivePeriodMin Description ’Wl
e JGSuOnm5|ImAI|veAIarmEventSequenw Syntax DisplayString :Status current
l__‘l stuOnm5|Semces Access \read-write Reference
#|-_] jdsuOnmsiEvents « ||| Index I
£ i, 1 ObjectID [136.1.4.1,35873.5.1.1,.1.2.2.2
@ [E reseniiion "The text carried by the jdsuOnmsiImAliveTrap™
Global View [¥]
Then set the node value with the menu (Operations>SET), the toolbar button or the context menu:
r ManageEngine MibBrowser Free Tool - — e ST

7Fir\eil§51it View Opaﬂ:ﬂimereIE
@&Eﬂ GET G 3 R g 7P |4’\@|&;ﬁ@‘

2% Loaded Mibh GETNEXT  Cirl+N

Downlead
Mare Free Tools:

= @Penterpris  GETBULK  Cir+B || Host |localhost ~ | Port 1161 -
"'"t‘l‘]JdSUR SNMPWALK Ctrl+W Community | sess | write Community |ssss
SetValue DNM’S\ is alive -
Stop Ctrl+C Object!D -iso.org. dod internet. private. enterprises, stuRuut stuFlberFleIdTesiSystems stuRemutEFlberTest JjdsuOnmsi.ji| Jl
E-43]0s  Clear Crl+L =
=3 JUSUNRETIUET O TEST b
i El-jdsuOnmsi

£ jdsuOnmsiMib

[ jdsuonmsiProduct

‘23 jdsuOnmsiAdministration

-] jdsudnmsiSnmpConfig

=2 ajﬁsuOnmswlmA\ive = =
-, stuOnmsnmAIwePermdMln Description ’Wl

e JrisuOnmsnmAlweAl GET x DisplayString | Status current

i stuOnm5|Semces 3 readdnrnte Reference

u stuOnrnsE\fems

i GETNEXT |4
2 i D |.1,3.6.1.4,1.35873.5.1.1,1.2.2.2
@ [E Wiew MIB Description o "The text carried by the jdsuOnmsiImAliveTrap™
Global View [7] Find Node

You will see the result in the result panel:
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[l ManageEngine MibBrowser Free Tool 3 = B

=

Ei}eﬁggitiyiﬂ E)J}eratiuns”ﬂrelp

kA6 ES BREER % e 8«0 O EH| 0wt
&% Loaded MibModules - = 3 y
I:_l--,emerpr\ses F Host \localhost | Port 1161
=4 jdsuRoot ’ T e s
suAccessNetworkTest el e GomiLaly jece2
suCableMetworkTest SetValue ONMS] is alive
jdsuDatalPTest = = . " e i 5 5 = 5
suDigitalvideaTest Object D .\?U.Urg.dod‘II‘ItErI']Et.DﬂVEtE.E.I‘ItErpf.ISES‘JdSURUDt._]dsuFlerFlEldTESiSyStEmS‘JdSLIREthEFIbErTESt.JdSuOI‘ImSI‘Jlé
=3 jdsuFiberFieldTestSystems
=33 jdsuRemoteFiberTest
El-jdsuOnmsi (
£1-E3 jdsuonmsiMib
- jdsuonmsiProduct
123 jdsuDnmsiAdministration
-] jdsudnmsiSnmpConfig

-

m

3

Pent SET requestto locainost - 161
|| idsuOnmsilmAliiveText.0 ONMS! is alive
L

=24 jdsuOnmsilmAlive = =
Description Mu\h\darl
i 1
Il Syntax |DisplaySitring Status current
Ul (11 jdsuOnmsiSenvices Access \read-nrite Reference
. [ Ej.d_suli)nrns!%\feqls = ||| Index .
2 L L ObjectiD |1,3.6.1.4,1.35873.5.1.1.1.2.2.2
| @ [E o "The text carried by the jdsuCnmsiImiliveTrap"™
= Description
liGlobal View [@]

5.3. Receiving Traps

Open the trap viewer window with the menu (View>Trap Viewer) or the toolbar button:

-
El ManageEngine MibBrowser Free Tool
File Edit [Vi perations Help
| e m| 8
%(&i Jrap Viewer Alt+P I%I % @ ﬁ [y & = @ @ More Free Tools:
Line Graph  Alt+L P R ;
Bar Graph  Alt+B || Host \localhost - | Port (181 <
Snmp Table Alt+T Community Veade T write Chimimiy luans
I o B SetValue  |ONMS is alive -
| Debug Alt+D ) = —— S
| Object 1D __:\so.org.dod‘|nternat.prwahe.Enr.erprlsas‘JdsuRont.stuFlberFleIdTestSyshems‘stuRemaheFlberTest.stuOnmsi‘J-E
""l ¥ ToolBar ms =
it i
| Display b
A ']_Ub'UU\ HTIS[WIIﬁ
1 jdsuOnmsiProduct
‘3 jdsuOnmsiAdministration
#-_] jdsuonmsiSnmpConfig
=+ jdsugnmsiimAlive = X
- jdsuOnmsilmAlivePeriodhin [ Descrpten | ultvar|
| Y% jdsuonmsilmAliveAlarmEventSequen: Syntax DisplayString | Status current
1 jdsuonmsiServices ACcess \read-write Reference
- jdsuOnmsiEvents | | e [
4 Jn, S Object 1D [1356.1.4.1.35873.5.1.1.1.2.2.2
= @ [E Description 'The text carried by the jdsuCnmsiImAliveTrap
Global View [7]

5.3.1. SNMP v2

5.3.1.1. Trap viewer setup

Check the Authenticate v1/v2 traps box and fill the community attribute with the ONMSi user login (=SNMP community).
Change the trap port if you modified it in snmp.properties.

[~ TrapViewer =X R T ol

Class Type Source Date Message

(V| Authenticate v1i2c traps (Community) [ Enable Logging | Log Format =
7] Authenticate ¥3 Trap "] Enable Mail Configure Mail

Poit |162 | TrapList - _- Del
Community Trapparser
Il Start Sto Show Details Delete Entry ParserEditor

" -‘r-: AL
| Er || Traps : 0 Inform: 0 | Status : Mot Listening for Traps ‘

Start the trap reception:
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The trap viewer is now listening for traps:
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= e T e

-
. TrapViewer

Class Type Source Date Message

7] Enable Logging |Log Format =

"] Enable Mail Configure Mail
| TrapList = Add [ o |
Show Details Delete Entry || ParserEditor

Status : Mot Listening for Traps ‘

[¥] Authenticate v1A2c traps (Community)
7] Authenticate ¥3 Trap

Port
Community

Start | Stop

|m Traps : 0 Inform: 0 |

=

fE )
+_ TrapViewer

Class Type Source Date Message

[7] Authenticate vii2c traps (Community) | Enable Lagging |Log Format
|| [ Authenticate va Trap Enable Mail | Configure Mail
lPort 162 TrapList | 162mysnmpuser v |  Add

Community  |mysnmpuser

Start Stop

i‘l’rapF‘arser

Show Details Delete Entry

@ Listeningfor@

| (see] || Traps : O Inform: 0 |

5.3.1.1. Trap reception

When a trap is sent by the server, such as the I'm alive trap, it appears in the trap viewer list:

= 5]

. TrapViewer

IMessane

Class  Type Source Date
KeUTEsr | v2cTrap [10.33.18.25 Man Nov 07 10:45:04 CET 2011 |.is0.0rg.dod internet.mgmt. mib-2.1.3.0: TmeTi

[7] Authenticate vin2c traps (Community) | Enable Logaing fL-J_g Format

|-Authenticate ¥3 Trap Enable Mail | Configure Mail
Port ;162 [ TrapList | 162:mysnmpuser v: Add Cel
Community ;r.nvsnmpuser iTrapParser .
! Sat [ Stop ][ Show Defalls ][ Delete Entry
Status : Listening for Traps

| xrm || Traps : 1 Inform: 0 |

You can get more details on the trap with the Show Details button:

http://eni-tac-onmsi/docs/en/snmp.html
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e e -
Class Type Source Date Message
Clear | vacTrap [10.33.18.25|Mon Nov 07 e e 11 -

Delete the Selected Rows
L Shaw Details >

||

|
[7] Authenticate vii2c traps (Community) [] Enable Logging {Log Format ~ |

L [ -Autheniicate v3 Trap [ "1 Enable Mail | Configure Mail |
Poit 162 Traplist | 162:mysnmpuser = Add I o |
Community | mysnmpuser TrapParser | Load |
\ Start | Stop |E ShowDetalis_3i|  DeleteEnty || ParserEaior |
|Traps -1 Inform : 0 | Status - Listening for Traps ‘

This opens a trap detail windows:

"] Trap Details T S "R BT B8 - BES i i |
TimeStamp |3 days, 0 hours, 22 minutes, 57 seconds. |
Enterprise | |
Generic Type | |
Specific Type | |
Message .iso.org.dod.internet.mgmt.mib=2.1.3.0: TimeTicks: 3 days, 0 hours, 22 minutes, 57 seconds.:

-1.3.6.1.6.3.1.1.4.1.0: Cbject ID: «1.3.6.1.4.1.35873.5.1.1.1.4.1: |
.iso.org.dod.internet.private.enterprises. jdsuRoot.jdsuFiberFieldTestSystems. jdsuRemoteFiberTest. jdsuOnmsi . jdsuln
maiMib. jdsuOnmeifAdministration. jdsuOnmsiTmAlive. jdsuOmmsiImAliveText.73.32.65.77.32.65.76.73.86.69: I AM ALIVE:
.iso.org.dod.internet.private.enterprises.jdsuRoot.jdsuFiberFieldTestSystems. jdsuRemoteFiberTest. jdsulnmsi . jdsuln
|i Mm3iMib.jdsuOnmsiAdministration. jdsulmmsiImaAlive. jdsuOmmsiImAliveAlarmEventSequence . 73.32.65.77.32.65.76.73.86.69
INTEGER: 39:

|10.33.13.25

T‘mERecei“"-d|Hon Nov 07 10:45:04 CET 2011

HelpURL

I Severity |Clear |
Entity |m.33.1s.25 |
RemotePart |55024 |
LocalPart | 162 |
Community |my5nmpusel |
Node |1a.33.1a.25 |
Source |

|
|

|0—0 .html

e m I7

5.3.2. SNMP v3

5.3.2.1. Trap viewer setup

Check the Authenticate v3 traps box and change the trap port if you modified it in snmp.properties.

http://eni-tac-onmsi/docs/en/snmp.html

| iy a [E=E=)
- P [ o)
i TrapViewer .

Class Type Source Date Message

|71 Authenticate vii2c traps (Community)

/| Authenticate w3 Trap

["] Enable Logging i‘Logmeat vJ

[] Enable Mail | Configure Mail

Part | Traplist 162 - ada Del |
Community i‘l’rapF'arser ‘ Load J
‘5 Start | Stop ;| Show Details Delete Entry -|[ ParserEditor ]
|Traps -0 Inform | Status : Not Listening for Traps ‘

Start the trap reception:
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= — B|
| TrapViewer e | -y o [ 0 ]
Date Message

Class Type Source

[T Authenticate v1A2c traps (Community)

7] Enable Logging Eii)_g_mea% )

["| Enable Mail | Configure Mail

[¥] Authenticate v3 Trap

Poit 152 | Traplist  d62: ~[  Ada Del |
Community TrapParser Load J

& st Stop [ showbetais Delete Enty || ParserEditor |
Er | Traps - 0 Inform : 0 Status : Mot Listening for Traps ‘

The trap viewer is now listening for traps:
e o =
Message

Class Type Source

[ Authenticate v1i2c traps (Community)

| Enable Logging

|Log Format -

Configure Mail

[V Authenticate v3 Trap [ Enatle Mail |
Port |12 | TrapList | 162: -
| Il
Community iTrapF'arser
Show Details Delete Entry

Start ] [ Stop ]

e |Traps -0 Inform < 0 |

@steningmr Traps

5.3.2.1. Trap reception

When a trap is sent by the server, such as the I'm alive trap, it appears in the trap viewer list:

[Tt e =
Class Tvpe Soucca Date Message
Clear | v3Trap 10.33.47.105  |Fri May 04 16:22:24 ... |iso.org.dod.intermet,

[] Authenticate vinZc traps (Community)

| Enable Logging {Log Format -

Configure Mail

[/]-Authenticate v3 Trap || Enable Mail

Port Traplist 162 - JI Add De

Community [TrapParser ‘ Load |
ShowDetails || Delete Entry ParserEditor |

Stat [ Stop I

o |Traps -1 Inform < 0 |

Status : Listening for Traps ‘

You can get more details on the trap with the Show Details button:
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Class Type Source Date Message
Clear | vaTep | 10.3347.405  [FriMay : : il

Delete the Selected Rows
<; Show Details #

["] Authenticate v1i2e traps (Community)

["1Enable Logging |Log Format ~ ‘

[V]- Autheniicate v3 Trap [ | Enable Mail | Configure Mail _!
Port 162 TrapList 162: v ade [ pel |
Community TrapParser | Load ‘
\ sat | Stop ShowDetals | DeleteEntry |  FerserEator |

|Traps <1 Inform : 0

This opens a trap detail windows:

| &) Trap Details

Status : Listening for Traps ‘
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TimeStamp ‘Cl hours, 3 minutes, 45 seconds.

Enterprise ‘

Generic Type ‘

Specific Type ‘

Message .iso.org.dod.internet.mgmt.mib-2.1.3.0: TimeTicks: 0 hours, 3 minutes,
-1.3.6.1.6.3.1.1.4.1.0: Cbject ID: +1.3.6.1.4.1.35873.5.1.1.1.4.1:

45 seconds.:

.iso.org.dod.internet.private.enterprises. jdsuRoot.jdsuFiberFieldTestSystems. jdsuRemoteFiberTest. jdsuOnmsi. jdsul

ve.jdsuCnmeiImAliveText.73.32.65.77.32.65.76.73.86.69:

I AM ALIVE:

.iso.org.dod.internet.private.enterprises.jdsuRoot.jdsuFiberFieldTestSystems. jdsuRemoteFiberTest. jdsuOnmsi. jdsul

ve.jdsuCnmeiImAliveAlarmEventSequence.73.32.65.77.32.65.76.73.86.69:

INTEGER: 4:

Severty ‘ Clear

Entity ‘10.33.17.105

RemotePort ‘63076

LocalPort ‘ 162

Community ‘null

Node ‘10 .33.17.105

Source ‘10.33.17.105

T‘WERECEi“Ed‘FIi May 04 16:22:24 CEST 2012

HelpURL ‘O_O.hcm

A

5.3.3. Tips

Note: To help testing trap reception, you can have the server generate an I'm alive trap by setting a value to the

JjdsuOnmsiImAlivePeriodMin node.

Because this operation resets the I'm alive trap timer, you may safely set it several times to the same value (default is 5 minutes), in
order to generate several I'm alive traps and validate your SNMP configuration.

Warning: Being able to receive I'm alive traps is mandatory for receiving alarm traps, but not sufficient.

If the user set up for SNMP management is not registered as an API notified user with a well configured notification rule, or has not been
given proper roles on the system, you may miss important alarm traps.
Make sure to test the alarm trap reception by generating alarms on the system.
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