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Help and Support 

For TeraVM product information and other resources, please see: 

https://www.viavisolutions.com/en-us/products/teravm.  

 

For support queries, please go to the Wireless Support Portal: 

https://portal.viavisolutions.com/wirelesssupport/.  

If you do not have a Wireless Support Portal account, you can request one here: 

https://portal.viavisolutions.com/wireless-portal-registration/.  

(In the registration form, ensure that the Customer Name field contains the name of the company that 

owns the system being used; N/A can be entered in the mandatory Street 2 field.) 

 

For accounts, please contact your local VIAVI Account Representative. 

  

https://www.viavisolutions.com/en-us/products/teravm
https://portal.viavisolutions.com/wirelesssupport/
https://portal.viavisolutions.com/wireless-portal-registration/
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Copyright © 2025 – VIAVI Solutions Ireland Limited. All rights reserved. 

All rights reserved, subject to change without notice. The material contained in this document is for 

general information purposes only and does not constitute technical or professional advice. All third-

party trademarks are acknowledged in this document. 

All copyrights in and to the software product are owned by VIAVI Solutions or its licensors. The software 

is protected by copyright laws and international copyright treaties, as well as other intellectual property 

laws and treaties. 

VIAVI Solutions Ireland Limited, a VIAVI Solutions Company. 

 

End User License Agreement 

The usage of the TeraVM products and documentation is subject to the VIAVI’s standard Software 
Licence Agreement, which is available at VIAVI Software License Terms.  
 
Please read the terms of the Software Licence Agreement carefully before using the documentation. 

 

Notice 

Every effort was made to ensure that the information in this manual was accurate at the time of 

printing. However, information is subject to change without notice, and VIAVI reserves the right to 

provide an addendum to this manual with information not available at the time that this manual was 

created. 

 

Terms and Conditions 

Specifications, terms, and conditions are subject to change without notice. The provision of hardware, 

services, and/or software are subject to the VIAVI’s standard terms and conditions, available at VIAVI 

Terms and Conditions. 

 

  

https://www.viavisolutions.com/en-us/literature/software-license-terms-en.pdf
https://www.viavisolutions.com/en-us/corporate/legal/terms-conditions
https://www.viavisolutions.com/en-us/corporate/legal/terms-conditions
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1. Cybersecurity Database Update 
The TeraVM Cybersecurity Database is periodically updated as new threats (strikes) are discovered and 

added. The upgrade file is: upgradeCSDB_20250627-1615.tgz. 

Note: The upgrade file follows the convention upgradeCSDB_YYYYMMDD-BuildNumber.tgz. 

There are 38 new threats/malware added to this release, bringing the total number of usable pcaps to 

66,549 (plus 509 deprecated threats for backwards compatibility). 

The list is attached to this document. To see the list, click the paper clip   , or view using the method 

appropriate for your browser. 

The Cybersecurity Database is organized into folders: the higher the number, the newer the folder, and 

the threats in it. Threats are also organized into categories, which can be filtered by tags.


		Bin		IQID		Date in TIQ		Filename		DescriptionText		Vendor		Application		AttackType		AttackCategory		AttackImpact		AttackExploitability		AttackSource		AttackProtocol		AttackSeverity		CvssScore		DatePublished		CVE		NVD		OSVD		SecurityFocus		BugTraq		VUPEN		CERT		SecurityTracker		Microsoft		Secunia		CORE		IBMISS

		53		27878		May 2025		Apartment Visitor Management System 1.0 _fromdate_ SQL Inj (To Server) (CVE-2025-3315) S.pcap		A vulnerability was found in SourceCodester Apartment Visitor Management System 1.0 and classified as critical. Affected by this issue is some unknown functionality of the file /view-report.php. The manipulation of the argument fromdate/todate leads to sql injection.		SourceCodester		Apartment Visitor Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				06/04/2025																								407139

		53		27879		May 2025		D-Link DI-7003GV2 - _netconfig.asp_ - Improper Authentication (CVE-2025-4755) S.pcap		A vulnerability was found in D-Link DI-7003GV2 24.04.18D1 R(68125). It has been classified as critical. This affects the function sub_497DE4 of the file /H5/netconfig.asp. The manipulation leads to improper authentication. It is possible to initiate the attack remotely.		D-Link		D-Link DI-7003GV2 24.04.18D1 R(68125)		Vulnerability		AuthWeakness		Bypass Security		Network		From Attacker/To Server		HTTP		High				16/05/2025																								

		53		27880		May 2025		Gym Management System 1.0 signup.php - _user_name_ SQL Inj (CVE-2025-3151) S.pcap		A vulnerability was found in SourceCodester Gym Management System 1.0. It has been rated as critical. Affected by this issue is some unknown functionality of the file /signup.php. The manipulation of the argument user_name leads to sql injection.		SourceCodester		Gym Management System v1.0.		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				03/04/2025																								406685

		53		27881		May 2025		Pharmacy Product Mngmnt Sys 1.0 _Create User Page_ File Upload (From Server) (CVE-2025-3244) S.pcap		A vulnerability was found in SourceCodester Web-based Pharmacy Product Management System 1.0. It has been declared as critical. Affected by this vulnerability is an unknown functionality of the file /add-admin.php of the component Create User Page. The manipulation of the argument Avatar leads to unrestricted upload.		SourceCodester		Web-based Pharmacy Product Management System 1.0		Vulnerability		FileUpload		Code Execution		Network		From Attacker/To Client		HTTP		High				04/04/2025																								406927

		53		27882		May 2025		Apartment Visitor Management System 1.0 _todate_ SQL Inj (From Server) (CVE-2025-3315) S.pcap		A vulnerability was found in SourceCodester Apartment Visitor Management System 1.0 and classified as critical. Affected by this issue is some unknown functionality of the file /view-report.php. The manipulation of the argument fromdate/todate leads to sql injection.		SourceCodester		Apartment Visitor Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Client		HTTP		High				06/04/2025																								407139

		53		27883		May 2025		Apartment Visitor Management System 1.0 _todate_ SQL Inj (To Server) (CVE-2025-3315) S.pcap		A vulnerability was found in SourceCodester Apartment Visitor Management System 1.0 and classified as critical. Affected by this issue is some unknown functionality of the file /view-report.php. The manipulation of the argument fromdate/todate leads to sql injection.		SourceCodester		Apartment Visitor Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				06/04/2025																								407139

		53		27884		May 2025		DrayTek Vigor _session_ - Command Injection (CVE-2024-12987) S.pcap		A vulnerability, which was classified as critical, was found in DrayTek Vigor2960 and Vigor300B 1.5.1.4. Affected is an unknown function of the file /cgi-bin/mainfunction.cgi/apmcfgupload of the component Web Management Interface. The manipulation of the argument session leads to os command injection. It is possible to launch the attack remotely. The exploit has been disclosed to the public and may be used. Upgrading to version 1.5.1.5 is able to address this issue. It is recommended to upgrade the affected component.		DrayTek		DrayTek Vigor2960 and Vigor300B 1.5.1.4		Vulnerability		InputValidation		Command Execution		Network		From Attacker/To Server		HTTP		High				27/12/2025																								

		53		27885		May 2025		Pharmacy Product Management System 1.0 search_sales.php - _name_ SQL Inj (CVE-2025-3383) S.pcap		A vulnerability was found in SourceCodester Web-based Pharmacy Product Management System 1.0 and classified as critical. This issue affects some unknown processing of the file /search/search_sales.php. The manipulation of the argument Name leads to sql injection.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				07/04/2025																								407310

		53		27886		May 2025		Music Class Enrollment System 1.0 manage_class.php - _id_ SQL Inj (CVE-2025-3589) S.pcap		A vulnerability, which was classified as critical, was found in SourceCodester Music Class Enrollment System 1.0. Affected is an unknown function of the file /manage_class.php. The manipulation of the argument ID leads to sql injection.		SourceCodester		Music Class Enrollment System v1.0.		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		Medium				14/04/2025																								408290

		53		27887		May 2025		Pharmacy Product Management System 1.0 edit-product.php - _id_ SQL Inj (CVE-2025-3697) S.pcap		A vulnerability, which was classified as critical, has been found in SourceCodester Web-based Pharmacy Product Management System 1.0. This issue affects some unknown processing of the file /edit-product.php. The manipulation of the argument ID leads to sql injection.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		Medium				16/04/2025																								408822

		53		27888		May 2025		Pharmacy Product Management System 1.0 search_stock. php - _name_ SQL Inj (CVE-2025-3696) S.pcap		A vulnerability classified as critical was found in SourceCodester Web-based Pharmacy Product Management System 1.0. This vulnerability affects unknown code of the file /search/search_stock. php. The manipulation of the argument Name leads to sql injection.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		Medium				07/04/2025																								408821

		53		27889		May 2025		Tenda AC10 V1.0 Stack Buffer Overflow (CVE-2025-45779) S.pcap		Tenda AC10 V1.0re_V15.03.06.46 is vulnerable to Buffer Overflow in the formSetPPTPUserList handler via the list POST parameter.		Tenda		Tenda AC10 V1.0re_V15.03.06.46		Vulnerability		BufferOverflow		Denial Of Service		Network		From Attacker/To Server		HTTP		Critical				12/05/2025																								

		53		27890		May 2025		TOTOLINK A3002R _formMapDel_ - Command Injection (CVE-2025-45858) S.pcap		TOTOLINK A3002R v4.0.0-B20230531.1404 was discovered to contain a command injection vulnerability via the FUN_00459fdc function.		TOTOLINK		TOTOLINK A3002R v4.0.0-B20230531.1404		Vulnerability		InputValidation		Command Execution		Network		From Attacker/To Server		HTTP		Critical				13/05/2025																								

		53		27891		May 2025		Apartment Visitor Management System 1.0 forgotpw.php - _secode_ SQL Inj (CVE-2025-3314) S.pcap		A vulnerability has been found in SourceCodester Apartment Visitor Management System 1.0 and classified as critical. Affected by this vulnerability is an unknown functionality of the file /forgotpw.php. The manipulation of the argument secode leads to sql injection.		SourceCodester		Apartment Visitor Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				06/04/2025																								407138

		53		27892		May 2025		Apartment Visitor Management System 1.0 _fromdate_ SQL Inj (From Server) (CVE-2025-3315) S.pcap		A vulnerability was found in SourceCodester Apartment Visitor Management System 1.0 and classified as critical. Affected by this issue is some unknown functionality of the file /view-report.php. The manipulation of the argument fromdate/todate leads to sql injection.		SourceCodester		Apartment Visitor Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Client		HTTP		High				06/04/2025																								407139

		53		27893		May 2025		Pharmacy Product Mngmnt Sys 1.0 _edit-photo.php_ File Upload (To Server) (CVE-2025-3765) S.pcap		A vulnerability, which was classified as critical, has been found in SourceCodester Web-based Pharmacy Product Management System 1.0. This issue affects some unknown processing of the file /edit-photo.php. The manipulation of the argument Avatar leads to unrestricted upload.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		FileUpload		Code Execution		Network		From Attacker/To Server		HTTP		Medium				17/04/2025																								409262

		53		27894		May 2025		TOTOLINK A3002R _static_dns1_ - Buffer Overflow (CVE-2025-45867) S.pcap		TOTOLINK A3002R v4.0.0-B20230531.1404 was discovered to contain a buffer overflow via the static_dns1 parameter in the formIpv6Setup interface.		TOTOLINK		TOTOLINK A3002R v4.0.0-B20230531.1404		Vulnerability		BufferOverflow		Denial Of Service		Network		From Attacker/To Server		HTTP		Medium				13/05/2025																								

		53		27895		May 2025		TOTOLINK A3002R _static_dns2_ - Buffer Overflow (CVE-2025-45867) S.pcap		TOTOLINK A3002R v4.0.0-B20230531.1404 was discovered to contain a buffer overflow via the static_dns2 parameter in the formIpv6Setup interface.		TOTOLINK		TOTOLINK A3002R v4.0.0-B20230531.1404		Vulnerability		BufferOverflow		Denial Of Service		Network		From Attacker/To Server		HTTP		Medium				13/05/2025																								

		53		27896		May 2025		Fortinet - Stack-based Buffer Overflow in API (CVE-2025-32756) S.pcap		A stack-based buffer overflow vulnerability [CWE-121] in Fortinet FortiVoice versions 7.2.0, 7.0.0 through 7.0.6, 6.4.0 through 6.4.10, FortiRecorder versions 7.2.0 through 7.2.3, 7.0.0 through 7.0.5, 6.4.0 through 6.4.5, FortiMail versions 7.6.0 through 7.6.2, 7.4.0 through 7.4.4, 7.2.0 through 7.2.7, 7.0.0 through 7.0.8, FortiNDR versions 7.6.0, 7.4.0 through 7.4.7, 7.2.0 through 7.2.4, 7.0.0 through 7.0.6, FortiCamera versions 2.1.0 through 2.1.3, 2.0 all versions, 1.1 all versions, allows a remote unauthenticated attacker to execute arbitrary code or commands via sending HTTP requests with specially crafted hash cookie.		Fortinet		Fortinet FortiVoice versions 7.2.0, 7.0.0 through 7.0.6, 6.4.0 through 6.4.10FortiRecorder versions 7.2.0 through 7.2.3, 7.0.0 through 7.0.5, 6.4.0 through 6.4.5FortiMail versions 7.6.0 through 7.6.2, 7.4.0 through 7.4.4, 7.2.0 through 7.2.7, 7.0.0 through 7.0.8FortiNDR versions 7.6.0, 7.4.0 through 7.4.7, 7.2.0 through 7.2.4, 7.0.0 through 7.0.6FortiCamera versions 2.1.0 through 2.1.3, 2.0 all versions, 1.1 all versions		Vulnerability		BufferOverflow		Code Execution		Network		From Attacker/To Server		HTTP		Critical				01/11/2005																								

		53		27897		May 2025		FreeFloat FTP Server 1.0 _SEND_ Command Buffer Overflow (CVE-2025-5076) S.pcap		A vulnerability was found in FreeFloat FTP Server 1.0 and classified as critical. Affected by this issue is some unknown functionality of the component SEND Command Handler. The manipulation leads to buffer overflow. The attack may be launched remotely. The exploit has been disclosed to the public and may be used.		FreeFloat		FreeFloat FTP Server 1.0		Vulnerability		BufferOverflow		Denial Of Service		Network		From Attacker/To Server		HTTP		High				22/05/2025																								

		53		27898		May 2025		Pharmacy Product Management System 1.0 edit-admin.php - _id_ SQL Inj (CVE-2025-3697) S.pcap		A vulnerability, which was classified as critical, has been found in SourceCodester Web-based Pharmacy Product Management System 1.0. This issue affects some unknown processing of the file /edit-product.php. The manipulation of the argument ID leads to sql injection.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		Medium				16/04/2025																								408822

		53		27899		May 2025		Pharmacy Product Mngmnt Sys 1.0 _add-product.php_ File Upload (From Server) (CVE-2025-3783) S.pcap		A vulnerability classified as critical was found in SourceCodester Web-based Pharmacy Product Management System 1.0. Affected by this vulnerability is an unknown functionality of the file /add-product.php. The manipulation of the argument Avatar leads to unrestricted upload.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		FileUpload		Code Execution		Network		From Attacker/To Client		HTTP		Medium				18/04/2025																								409294

		53		27900		May 2025		D-Link DI-8100 - _arp_sys.asp_ Buffer Overflow (CVE-2025-5228) S.pcap		A vulnerability was found in D-Link DI-8100 up to 20250523. It has been classified as critical. Affected is the function httpd_get_parm of the file /login.cgi of the component jhttpd. The manipulation of the argument notify leads to stack-based buffer overflow. The attack can only be initiated within the local network. The exploit has been disclosed to the public and may be used.		D-Link		D-Link DI-8100 up to 20250523		Vulnerability		BufferOverflow		Denial Of Service		Network		From Attacker/To Server		HTTP		High				27/05/2025																								

		53		27901		May 2025		H3C GR-5400AX - Buffer Overflow (CVE-2025-5156) S.pcap		A vulnerability was found in H3C GR-5400AX up to 100R008 and classified as critical. Affected by this issue is the function EditWlanMacList of the file /routing/goform/aspForm. The manipulation of the argument param leads to buffer overflow. The attack may be launched remotely. The exploit has been disclosed to the public and may be used. The vendor was contacted early about this disclosure but did not respond in any way.		H3C		H3C GR-5400AX up to 100R008		Vulnerability		BufferOverflow		Denial Of Service		Network		From Attacker/To Server		HTTP		High				25/05/2025																								

		53		27902		May 2025		Meteobridge - Unauthenticated Remote Command Execution (CVE-2025-4008) S.pcap		The Meteobridge web interface let meteobridge administrator manage their weather station data collection and administer their meteobridge system through a web application written in CGI shell scripts and C. This web interface exposes an endpoint that is vulnerable to command injection. Remote unauthenticated attackers can gain arbitrary command execution with elevated privileges ( root ) on affected devices.		Smartbedded MeteoBridge		MeteoBridge		Vulnerability		InputValidation		Command Execution		Network		From Attacker/To Server		HTTP		Critical				21/05/2025																								

		53		27903		May 2025		Campcodes Online Shopping Portal 1.0 - SQL Injection (CVE-2025-4929) S.pcap		A vulnerability was found in Campcodes Online Shopping Portal 1.0. It has been rated as critical. This issue affects some unknown processing of the file /my-account.php. The manipulation of the argument Name leads to sql injection. The attack may be initiated remotely. The exploit has been disclosed to the public and may be used.		Campcodes		Campcodes Online Shopping Portal 1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				19/05/2025																								

		53		27904		May 2025		Ivanti LANDesk Management Gateway - Bypass Security (CVE-2025-43716) S.pcap		A directory traversal vulnerability exists in Ivanti LANDesk Management Gateway through 4.2-1.9. By appending %3F.php to the URI of the /client/index.php endpoint, an attacker can bypass access controls and gain unauthorized access to various endpoints such as /client/index.php%3F.php/gsb/firewall.php within the management web panel, potentially exposing sensitive device information.		Ivanti		Ivanti LANDesk Management Gateway through 4.2-1.9		Vulnerability		DirTraversal		Bypass Security		Network		From Attacker/To Server		HTTP		Medium				23/04/2025																								

		53		27905		May 2025		Pharmacy Product Mngmnt Sys 1.0 _add-product.php_ File Upload (To Server) (CVE-2025-3783) S.pcap		A vulnerability, which was classified as critical, has been found in SourceCodester Web-based Pharmacy Product Management System 1.0. This issue affects some unknown processing of the file /edit-photo.php. The manipulation of the argument Avatar leads to unrestricted upload.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		FileUpload		Code Execution		Network		From Attacker/To Server		HTTP		Medium				18/04/2025																								409294

		53		27906		May 2025		ASUS RT-AX55 _oauth_google_auth_code_ - Remote Code Execution (CVE-2023-39780) S.pcap		On ASUS RT-AX55 3.0.0.4.386.51598 devices, authenticated attackers can perform OS command injection via the /start_apply.htm qos_bw_rulelist parameter. NOTE: for the similar "token-generated module" issue, see CVE-2023-41345; for the similar "token-refresh module" issue, see CVE-2023-41346; for the similar "check token module" issue, see CVE-2023-41347; and for the similar "code-authentication module" issue, see CVE-2023-41348.		ASUS		ASUS RT-AX55 3.0.0.4.386.51598		Vulnerability		InputValidation		Code Execution		Network		From Attacker/To Server		HTTP		High				11/09/2023																								

		53		27907		May 2025		Evertz - _action_ Remote Command Injection (CVE-2025-4009) S.pcap		The Evertz SDVN 3080ipx-10G is a High Bandwidth Ethernet Switching Fabric for Video Application. This device exposes a web management interface on port 80. This web management interface can be used by administrators to control product features, setup network switching, and register license among other features. The application has been developed in PHP with the webEASY SDK, also named 'ewb' by Evertz. This web interface has two endpoints that are vulnerable to arbitrary command injection and the authentication mechanism has a flaw leading to authentication bypass. Remote unauthenticated attackers can gain arbitrary command execution with elevated privileges ( root ) on affected devices. This level of access could lead to serious business impact such as the interruption of media streaming, modification of media being streamed, alteration of closed captions being generated, among others.		Evertz		Evertz SDVN 3080ipx-10G (confirmed)Evertz MViP-IIEvertz cVIPEvertz 7890IXGEvertz CC Access ServerEvertz 5782XPS-APP-4Eewb v.1.4, v1.5, v1.6 (confirmed)		Vulnerability		InputValidation		Command Execution		Network		From Attacker/To Server		HTTP		Critical				28/05/2025																								

		53		27908		May 2025		Evertz - _authorized_ Remote Command Injection (CVE-2025-4009) S.pcap		The Evertz SDVN 3080ipx-10G is a High Bandwidth Ethernet Switching Fabric for Video Application. This device exposes a web management interface on port 80. This web management interface can be used by administrators to control product features, setup network switching, and register license among other features. The application has been developed in PHP with the webEASY SDK, also named 'ewb' by Evertz. This web interface has two endpoints that are vulnerable to arbitrary command injection and the authentication mechanism has a flaw leading to authentication bypass. Remote unauthenticated attackers can gain arbitrary command execution with elevated privileges ( root ) on affected devices. This level of access could lead to serious business impact such as the interruption of media streaming, modification of media being streamed, alteration of closed captions being generated, among others.		Evertz		Evertz SDVN 3080ipx-10G (confirmed)Evertz MViP-IIEvertz cVIPEvertz 7890IXGEvertz CC Access ServerEvertz 5782XPS-APP-4Eewb v.1.4, v1.5, v1.6 (confirmed)		Vulnerability		InputValidation		Command Execution		Network		From Attacker/To Server		HTTP		Critical				28/05/2025																								

		53		27909		May 2025		Apache CXF Aegis DataBinding Server-side Request Forgery (CVE-2024-28752) S.pcap		A SSRF vulnerability using the Aegis DataBinding in versions of Apache CXF before 4.0.4, 3.6.3 and 3.5.8 allows an attacker to perform SSRF style attacks on webservices that take at least one parameter of any type. Users of other data bindings (including the default databinding) are not impacted.		Apache		Aegis DataBinding in versions of Apache CXF before 4.0.4, 3.6.3 and 3.5.8		Vulnerability		AccessCtrlWeak		Cross-site Request Forgery		Network		From Attacker/To Server		HTTP		Critical				15/03/2024																								

		53		27910		May 2025		Cisco IOS XE WLC Arbitrary File Upload (CVE-2025-20188) S.pcap		A vulnerability in the Out-of-Band Access Point (AP) Image Download feature of Cisco IOS XE Software for Wireless LAN Controllers (WLCs) could allow an unauthenticated, remote attacker to upload arbitrary files to an affected system. This vulnerability is due to the presence of a hard-coded JSON Web Token (JWT) on an affected system. An attacker could exploit this vulnerability by sending crafted HTTPS requests to the AP image download interface. A successful exploit could allow the attacker to upload files, perform path traversal, and execute arbitrary commands with root privileges. Note: For exploitation to be successful, the Out-of-Band AP Image Download feature must be enabled on the device. It is not enabled by default.		Cisco		Cisco IOS XE Software for Wireless LAN Controllers (WLCs)		Vulnerability		FileUpload		Command Execution		Network		From Attacker/To Server		HTTP		Critical				07/05/2025																								

		53		27911		May 2025		Pharmacy Product Mngmnt Sys 1.0 _edit-photo.php_ File Upload (From Server) (CVE-2025-3765) S.pcap		A vulnerability, which was classified as critical, has been found in SourceCodester Web-based Pharmacy Product Management System 1.0. This issue affects some unknown processing of the file /edit-photo.php. The manipulation of the argument Avatar leads to unrestricted upload.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		FileUpload		Code Execution		Network		From Attacker/To Client		HTTP		Medium				17/04/2025																								409262

		53		27912		May 2025		Projectworlds Online Lawyer Management System Project SQL injection (CVE-2025-4928) S.pcap		A vulnerability was found in projectworlds Online Lawyer Management System 1.0. It has been declared as critical. This vulnerability affects unknown code of the file /save_lawyer_edit_profile.php. The manipulation leads to sql injection. The attack can be initiated remotely.		Projectworlds		Projectworlds Online Lawyer Management System Project 1.0		Vulnerability		InputValidation		SQL Injection		Network		From Attacker/To Server		HTTP		High				19/05/2025																								

		53		27913		June 2025		Linksys _ssid1MACFilter_ - Remote Command Execution (CVE-2025-5447) S.pcap		A vulnerability was found in Linksys RE6500, RE6250, RE6300, RE6350, RE7000 and RE9000 1.0.013.001/1.0.04.001/1.0.04.002/1.1.05.003/1.2.07.001. It has been declared as critical. This vulnerability affects the function ssid1MACFilter of the file /goform/ssid1MACFilter. The manipulation of the argument apselect_%d/newap_text_%d leads to os command injection. The attack can be initiated remotely.		Linksys		Linksys RE6500, RE6250, RE6300, RE6350, RE7000 and RE9000 1.0.013.001/1.0.04.001/1.0.04.002/1.1.05.003/1.2.07.001		Vulnerability		InputValidation		Command Execution		Network		From Attacker/To Server		HTTP		Medium				02/06/2025																								

		53		27914		June 2025		Rockwell Powermonitor 1000 - Authentication Bypass (CVE-2024-12371) S.pcap		A device takeover vulnerability exists in the Rockwell Automation Power Monitor 1000. This vulnerability allows configuration of a new Policyholder user without any authentication via API. Policyholder user is the most privileged user that can perform edit operations, creating admin users and performing factory reset.		Rockwell		Rockwell Automation Power Monitor 1000		Vulnerability		AuthWeakness		Bypass Security		Network		From Attacker/To Server		HTTP		Critical				18/12/2025																								

		53		27915		June 2025		Web-based Pharmacy Product Mngmnt Sys 1.0 add-admin. php - _txtfullname_ XSS (CVE-2025-3821) S.pcap		A vulnerability was found in SourceCodester Web-based Pharmacy Product Management System 1.0. It has been declared as problematic. This vulnerability affects unknown code of the file add-admin.php. The manipulation of the argument txtpassword/txtfullname/txtemail leads to cross site scripting.		SourceCodester		Web-based Pharmacy Product Management System v1.0		Vulnerability		InputValidation		Cross-site Scripting		Network		From Attacker/To Server		HTTP		Low				20/04/2025																								409430
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2. Installation Instructions 
Important: This upgrade, along with all future CSDB upgrades, requires TeraVM version 16.0 or later. 

1. Download the upgrade file from the link provided by VIAVI Support. 

2. In your web browser, go to the Executive Utilities page of your current TeraVM Executive. Use 

https://<Executive IP Address> URL, log in, click System Configuration, and then click Utilities tab. 

3. In the Executive Utilities web page, click on the Apply Patch link from the Quick Links Menu. 

4. Click Browse and select the file you downloaded from VIAVI Support. 

5. Click Upload. 

6. When the upload is complete, click Apply Patch. 

This takes 10-15 minutes to complete. The TeraVM Executive does not reboot while the new threats are 

added. You will see a message stating that the upgrade is complete. The system is ready to use the 

cybersecurity updates. 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For further information, please contact VIAVI Solutions: 
www.viavisolutions.com/wirelessvalidation. 

http://www.viavisolutions.com/wirelessvalidation
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